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ABSTRACT

The increasing frequency and sophistication of financial fraud have necessitated the development of effective anomaly
detection models to mitigate risks and enhance security in financial systems. This research aims to evaluate various
anomaly detection techniques for their efficacy in identifying fraudulent transactions and assessing financial fraud risks.
The study focuses on comparing traditional statistical methods, machine learning algorithms, and hybrid approaches to
determine which models best detect outliers indicative of fraudulent activities. Key models explored include decision trees,
support vector machines (SYM), neural networks, k-means clustering, and autoencoders. These models are tested using
real-world financial transaction datasets, ensuring the models applicability to diverse fraud patterns across different
financial institutions. Evaluation metrics such as precision, recall, F1-score, and Area Under the Curve (AUC) are
employed to assess the models' performance. The research highlights the trade-offs between model complexity, accuracy,
and interpretability, offering insights into selecting the most suitable anomaly detection method based on the specific needs
of a financial ingtitution. The results indicate that while machine learning approaches like SYM and neural networks
generally offer higher detection accuracy, they require more computational resources and may be harder to interpret
compared to simpler models like decision trees. Overall, the study contributes to the understanding of anomaly detection in
the context of financial fraud, providing a comprehensive evaluation of different models and their potential for reducing
financial risks. This research aims to assist financial professionals in making informed decisions regarding fraud detection

strategies.
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